PhySense: Defending Physically Realizable Attacks for
Autonomous Systems via Consistency Reasoning
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4 System and Threat Model
4.1 System Model
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sp fi  ssuwap ws w 8r CAIBCN 11 WS
S xowr ®S X MSK W r mLpm rms
rr sx msw P s X g WS W wr L1 »
nS X » 7s ( o » e ns )

L]
&
=
%]
—
L]
[ 4"
]
%)
~

5 PHYSENSE Design

5.1 Overview
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5.5 Characterization via Object Behaviors
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Figure 2: Example animation developed for behavior coding.
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Table 1: Run time breakdown of initial implementation.
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Figure 4: Examples of simulated data collected from Carla.
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Figure 5: An example of a patch applied on a moving vehicle.
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Table 2: Evaluation results on datasets.
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Figure 6: AV trajectories with and without PHYSENSE.
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Table 3: Correction accuracy in ablation studies.
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Figure 7: Our real-world driving tests involved different tar-
get vehicles, patch sizes, environments, and attack vectors.
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Figure 8: Evaluation results for real-world driving tests.
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Table 4: Interaction Categories and Conditions
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